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An Analysis of Bank Phishing E-Mails
I collect spam and bank phishing e-mails in particular.  
I should say that as I have had an Internet presence since about 1992, my e-mail addresses at daisy.co.uk have been severely compromised.  They have been distributed to virtually all of the spammers, whether they are in the US, Russia, Eastern Europe, China or elsewhere.  

To make matters worse, but much better for the purpose of collecting spam, some bright spark has generated lots of e-mail addresses based on daisy.co.uk, so they can tell the crooks that they’ve sent many times more than they actually have.  Sometimes I get twenty or thirty copies of the same message to different addresses.
[image: image2.png]



To illustrate the scale of the problem, I’ve taken just one source of spam; bank phishing scams, where criminals are trying to get details of bank accounts through fake sites.

In the graph, blue are messages supposedly from Barclays, red shows the Co-Operative Bank and yellow shows all the other phishing attempts on other banks.  I have included messages to about ten domain names, most of which are .coms, in addition to daisy.co.uk.
It really is amazing that Barclays customers have been directly targetted in this way.  Is it because Barclays has more customers?  Is it because their customers are more vulnerable?  Is Barclays security not as good as other banks?  I don’t know and can only guess.

The good news is that as from the 19th, the amount of phishing scams seem to have dropped significantly.  Interestingly since then, nearly all of the e-mails seem to be very amateurish with very bad spelling and obviously false domain names.
For the last nine days, there have been just two attacks on Barclays customers!  Instead, the Co-operative Bank now seems to be a target, through e-mails which point to http://www.cooperative-banking.com, which is registered in California.
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