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Bank Phishing Scams - May to November 2006
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The Rise and Rise of Bank Phishing E-Mails
This note is a summary of all Bank Phishing scams from the 5th of May.  It would appear that the statement by the banks that this scam has doubled in the last year is an understatement.
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The graph shows all bank phishing scams I have received from the 5th of May until the 10th of November to about ten different web domain names.  The banks shown are in order; Alliance and Leicester, Barclays, Bank of Scotland, Co-Operative Bank, Lloyds TSB, Nationwide BS, NatWest, PayPal, Foreign and Others.  Colours are shown in the legend above the graph. 
Phishing scams are where you are sent a fake e-mail and asked to enter your username, password and other details into a fake web site.  Enter your details and your money disappears.
The graph shows some interesting patterns :-

· Barclays have received the fiercest attacks for some time.  Typically over 80% of all attacks are now on Barclays accounts.  Why?  I have written to them and did not get any reply, so I don’t know.  But I know where I wouldn’t bank on-line.
· There have been significant attacks on the Alliance and Leicester, Bank of Scotland, Co-Operative Bank, Nationwide BS and Lloyds TSB.  Analysis of these messages shows that the vast proportion of them could have been sent by the same group.

· Note the severe dips on the 29th September and the 22nd October.  It’s almost as if the banks got to grips with the scams and then the crooks moved location and restarted.
It should also be noted that these scams are ideal fronts for terrorist messages.  I wrote to John Reid and the standard reply from the DTI illustrated how little Government understands about the curse of spam.  Remove spam and terrorists and criminals would become naked to those who are supposed to ensure our security. 

James Miller
11th November 2006
