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Barclays Bank Phishing E-Mails Start Again
This note is a follow up to my previous note on Bank Phishing scams of the 1st of June.  At that point it appeared that the attacks on Barclays and their customers may have stopped.
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The graph shows all bank phishing scams I have received from the 5th of May until the 10th of June to about ten different web domain names.  

As before, in the graph, blue are messages supposedly from Barclays and red shows other smaller attack on the Co-Operative Bank.  Cream is attacks on PayPal accounts, light blue is anything outside of the UK and all other UK phishing is green.
The great majority of the new attacks on Barclays customers are very similar to many of those that occurred before the 19th of May.  Could it be that the crooks and their servers had been located and supposedly destroyed, but that the interruption was only an irritance?

Interestingly some of the new scams point directly to http://www.ru, which is a major portal for Russia.  Could this indicate the country of origin of the scams?  Or is it designed to put investigators off the scent?  If it is the first then the scammers are probably an amateurish bunch.  Perhaps they are just nerds in the attic!
I have not had any answers to the questions I posed in the original note.  So I’ll repeat them!
It really is amazing that Barclays customers have been directly targeted in this way.  Is it because Barclays has more customers?  Is it because their customers are more vulnerable?  Is Barclays security not as good as other banks?  I don’t know and can only guess.
Since I wrote the original note, I have noticed that a few years ago, the Barclays share price fell on a statement about computer debt.  Could worries about phishing cause another twitch?
James Miller
11th June 2006
