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Phishing Explosion
I collect spam and bank phishing e-mails in particular.  
I should say that as I have had an Internet presence since about 1992, my e-mail addresses at daisy.co.uk have been severely compromised.  They have been distributed to virtually all of the spammers, whether they are in the US, Russia, Eastern Europe, China or elsewhere.  

To make matters worse, but much better for the purpose of collecting spam, some bright spark has generated lots of e-mail addresses based on daisy.co.uk, so they can tell the crooks that they’ve sent many times more than they actually have.  Sometimes I get twenty or thirty copies of the same message to different addresses.
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From: Ntional Westrinster Bank plc [operate-ref23056388id@natwest.con] Sent; Mo 31/07/2006 15:31
T 4%6maiz

o

Subject: - NatWest bark: Account Update Mon, 31 Jul 2006 07:33:33 -0800

NatWest

Dear NatWest customer

NatWest bark's technical services department is carrying out a scheduled software upgrade to
improve the quality of services for the bank's customers

Clicking on the link below will stat the procedure to confirm your account details

We apologise for the inconvenience and thark you for your co-operation.

hitp:/fwww natwest corn/globalsecurityframe/confiroptions. asp

@ National Westminster Bank plc 2006





For the last three months or so, bank phishing e-mails have progressed at a level of about fifty a day, which during July dropped to just a few.  
In that time several things can be observed :-

1. A large proportion of the phishing e-mails have been aimed at customers of Barclays bank.  They are shown in dark blue on the chart.

2. Phishing e-mails tend to come in bursts, with bank customers attacked in the period including those of Co-operative Bank, Nationwide and Lloyds TSB.

3. The yellow in the graph are ones I have collected for customers of foreign banks.  In the past these have been at a very high level, but now with odd exceptions they are down to just a few every day.

I should also say that I wrote to John Varley of Barclays including my findings and asking why his customers got attacked so much.  I did not get a reply.

On the 25th July an explosion of bank phishing e-mails started :-

1. Initially they were aimed at Barclays customers and reached the highest daily level I have ever seen.

2. Since then they have been aimed at customers of Bank of Scotland, Lloyds TSB, Nationwide and NatWest.

3. As you can see from the graph the level is about 10 or more times the average for the past few months.
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From: ) Bank of scotlsnd [onlinesupport 9226526677 4306id@bankofscotland. co.uk] Senk: Mo 31/07/2006 15:36
To:  Dbsb7ban

ce

Subjct:  Bark of Scotland Alert: Lnautharized Login Attempts

¢BANK OF SCOTLAND

Dear Bank Of Scotland client,

The Bank Of Scotiand Technical Department is performing a scheduled software
upgrade to improve the quality of the banking services

By clicking on the link below you will begin the procedure of the user details
confimation

hitp:liwww bankofscotiand.co. ukdsystemupgrade/customers ibe

These instructions are to be sert to and followed by all Bank Of Scotland clients
We apologize for any inconvenience and thank you for cooperation

Bank Of Scotland Technical Service

006, Bank of Scotland. Al rights resenved





A typical e-mail to the Bank of Scotland customers is shown.

It looks faily professional, has all the right logos and comes from an e-mail address at the Bank of Scotland.

However, if you do the usual trick of moving the mouse over the link in the e-mail you get a web site address for the link of podesko.biz.

If you look up who owns this domain name, you’ll find the owners are in Russia.  They may be taking over many things in British commercial life, but I don’t think they’ve taken over the Bank of Scotland.


Another e-mail to NatWest is shown.

Both e-mails are very similar :-

1. The construction is the same being based on a graphic rather than text.

2. The words in both e-mails are similar, although the BoS e-mail does spell apologise with a ‘z’.

3. They both point to podesko.biz.

So I would believe that they both came from the same source.

I’ve tried to open www.podesko.biz and it appears to be without a home page.  

As well as the Bank of Scotland, I’ve had e-mails for customers of Lloyds TSB and Fifth Third Bank from the US.
I’ve also checked other web sites used in the series of e-mails like www.krast.net and www.annaconda.us.  Like www.podesko.biz, they are incomplete unless you use the phishing address.  

The good news was that abruptly at about 15:00 on the 1st August, all the e-mails to UK banks stopped abruptly.  Lets hope the Banks and the police got their men.

I bank on-line with Egg and a few days ago they had a notice saying that if you get any phishing e-mails would you contact them.  I’ve never seen this from any other bank, which is perhaps indicative that they don’t want to acknowledge the problem exists.  Incidentally, I actually did contact Egg and they gave me an e-mail address to which to send the e-mails.

But then is it back to as with phantom cashpoint withdrawals?  As you have lost the money it’s up to you to prove to the bank you’ve done nothing wrong.  It’s funny but with credit cards where you have control, there have been no problems.

James Miller
2nd August 2006
