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Ransomware
This is the latest scam thought up by criminals.  It is described in detail on the BBC’s web site at  http://news.bbc.co.uk/1/hi/england/manchester/5034384.stm.
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The scam starts when a piece of malware (“malicious software”) gets onto your computer, which then scrambles your files, so that they can’t be accessed.  In order to access them again, you have to pay a ransom to or buy drugs from a very nasty crook in somewhere like Russia.
However, there are four precautions you can take to minimise the threat :-

· Install a pop-up blocker and use it.  This is because pop-up windows are a common method of delivery of all sorts of scams.  Internet Explorer contain a good blocker.

· Don’t install screensavers and other software from sites you don’t trust.  These again can be used to deliver this type of software.

· Keep your virus and spyware protection up to date.

· Make sure that you have secure off-line backups of all your important files, so that if you do get compromised, you can restore everything.

I believe that until governments take action to curb these criminals that this scam will get worse, more sophisticated and very insidious.  So be very very careful!
James Miller
1st June 2006
