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A Week of Spam
For the first seven days in June 2006, I’ve taken all of the spam that I’ve received and put it in different categories.  What I receive may or may not be typical of what is going round the Internet and ending in Inboxes all over the world, but we are certainly able to make some interesting observations.
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In that time I actually received 7,366 messages or just over a 1,000 a day.  The chart shows how the spam is split into various categories, such as prescription drugs, casino enticements, pornography, fake luxury goods, cheap software and pump and dump scams.

Sources of Spam

Listed in decreasing order of occurrence are the various groups of spam e-mails.

Drugs

It would appear that drug sites, that try to sell all of those lifestyle drugs and quack remedies are the major contributors to spam.  Messages in this category actually came to forty-five percent.
Looking at all of these messages they fall into particular types.  

One in which the various drug names are slightly changed makes up about twenty percent of all drug e-mails.  Other sets of messages make up similar percentages, with perhaps only a few percent being individual.

Strangely, I couldn’t find anybody wanting to sell me any cocaine, heroin or cannabis.

Pump and Dump Scams
This group at nearly nineteen percent was the next largest group.

They are trying to get you to buy shares in companies, so that the price will be pumped up and then when the price is right, they will dump their own shares.  The process is illegal and very much frowned upon by the Securities and Exchange Commission.

I did send an e-mail to the Investor Relations Director of one of the companies involved.  He said he was horrified, that his company was being promoted in this way.  I shall be watching what happens to the company in the next few weeks.
I’ve never had any pushing of shares for companies outside of the USA.

Luxury Fakes
This group was just under seven percent and is about selling luxury goods to unsuspecting punters.  
Whether they are genuine or not, is not for me to judge.  But I certainly wouldn’t ever buy from any of these dodgy sites.
Pornography
This was just under five percent, but I didn’t find any images in any e-mail.  It also didn’t appear that any of the sites were concerned with child pornography, but I didn’t bother to use the link to check if this was true.

Loans 
Would you get a loan from someone who offered it to you over the Internet?  

This four percent are aimed at those in desperate circumstances and with poor credit histories.  All are aimed at people in the USA.

Casinos
On-line gambling is illegal in the USA, yet this three percent is aimed mainly at punters in the USA.  

If they want to lose their money it perhaps is up to the player, but I do feel that this is one of the more insidious of Internet scams.

Returned E-Mails
My daisy.co.uk e-mail address is often used by spammers to send their evil rubbish, so that if someone complains then I get the blame.  About three percent falls into this category.

The Rest
Everything else is relatively minor and includes fake degrees, complete rubbish and very cheap and unlicensed software.

Surprisingly, I’ve only had two e-mails in the seven days, asking me to turn to Jesus.  I just wonder, if this will be the next scam.  That’s all the world needs.
General Points
These are general observations that can be applied to the spam.
Made Up E-Mail Addresses
Many of the e-mail addresses seem to have been generated automatically, with the same names turning up in different categories.  

As spammers get paid by the number of e-mails they send why shouldn’t they make up a large number of them.  They’re crooks anyway!
Note that if you bounce e-mails of this type, then you are just adding to the spam traffic on the Internet.  On the other hand, if you don’t bounce them, then someone who sends you a genuine message with a misspelled address, they will have no idea, that their message has not been delivered.

Image Spam
To get round spam filters, a lot of spammers create graphical images of the spam they are sending.  I’ve never actually had a genuine message sent this way, so if you switch off the image display in your e-mail program, it’s pretty obvious what is spam.
Bad Direction
I live in the UK, which is part of the EU.  Surprisingly, I get very little spam that is not in English.  On a typical day, this might be three or four messages out about a thousand.
Conclusions
If we are to deal effectively with spam and stop it from being sent, we must take some actions.

Good E-Mails
I get about fifty a day.  So ninety-nine point five percent of the messages I get are spam.
Enforcement
Pump and Dump scams are illegal according to the Securities and Exchange Commission.  Why are they not enforcing the law?

The USA
Making crude assumptions, that half of some categories, such as Drugs, Software and Pornography and all of some like Pump and Dump, Casinos, Loans and Fake Qualifications we get a rough figure that fifty eight percent of the spam either originates in the USA or is aimed at that country.  It is certainly much higher.
Remember too, that I get very little spam that is not in English and the American form of it at that!

So USA, just as in many things, like global warming, the death penalty, trade protectionism and human rights, you must clean up your act.
James Miller
8th June 2006
- 2 -

